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Abstract—Motivated by the numerous healthcare applications naturally carried out by cells without external influencédis-
of molecular communication within Internet of Bio-Nano Things ally suited for above applications especially for abnoitpalr
(I0BNT) paradigm, this work addresses the problem of abnomal- - 5531y detection inside the blood vessels at nano-scale [1

ity detection in a blood vessel using multiple biological etnedded
computing devices called cooperative biological hanomadates Recently, some research efforts [14]-[19] have been devote

(CNs), and a common receiver called the fusion center (FC).u t0 addressing abnormality detection such as tumor, ancecanc
to blood flow inside a vessel, each CN and the FC are assumed toetc. However, none of the works considered the abnormality
be mobile. In this work, each CN performs abnormality detecton  detection problem in a diffusion-advection blood flow chalan
with certain probabilities of detection and false alarm. The CNs \yhare multiple cooperative biological nanomachines (CNs)
report their local decisions to a FC over a diffusion-advedbn d ) fusi ter (EC) al I
blood flow channel using different types of molecules in the an acommon re_celver or fusion (_:en er (FC) also moveaong
presence of inter-symbol interference, multi-source intderence, With the information molecules with blood flow. This work,
and counting errors. The FC employs the OR and AND logic therefore, addresses the abnormality detection problem in
based fusion rules to make the final decision after decoding plood vessel where each of the mobile CNs are assumed
the local decisions using the sub-optimal detectors based dhe to perform abnormality detection with certain probabilif

approximation of the log-likelihood ratio. For the aforementioned . 2.
system, probabilities of detection and false alarm at the FGire detection and probability of false alarm and report the lloca

derived. Finally, simulation results are presented to valiate the decisions to a FC using different types of molecules. Simple

derived analytical results, which provide important insights. OR and AND fusion rules are employed at the FC to infer the
Index Terms—Abnormality detection, diffusion, loBNT, mobil- pre§gnce or abse_nce of the abnormality after decodmg.daé lo
ity, molecular Communication’ nano-networks. deC|S|OnS tl’ansmltted by eaCh Of the CNS over a ﬂOW'|nduced
diffusive channel in the presence of inter-symbol interfexe
|. INTRODUCTION (ISI), multi-source interference (MSI), and counting esro

HE Internet of Bio-Nano Things (Io0BNT) paradigm isIn contrast to the Chair-Varshney (CV) rule [20]-[22], the
T gaining significant prominence for addressing Cha"engi,fberformance of AND/OR rules at.the FC can be chargqenzed
problems in biomedical scenarios [1], where biologicalszel IN terms of closed-form expressions for the probabilitiés o
produced through synthetic biological processes, are asegdetection a_n_d_ false alarm._ Using the first hitting time model
biological embedded computing devices or nanomachinestfi¢ Probabilities of detection and false alarm at the FC are
perform sensing, and actuation etc. Based on the biologi€@rived employing OR and AND logic based fusion rules,
cells and their functionalities in the biochemical domairffcorporating the detection performance of the CNs. Hére, t
biological nanomachines have led to the development ofinofst hitting time model best captures the randomness of the
applications such as intra-body sensing and actuatiorg-int&fival time of the molecule due to the Brownian motion of
body connectivity control, efficient drug delivery, genertiipy, the CNs and FC to make a final decision on abnormality.
artificial blood cell production, and human body monitorindf iS also worth mentioning that in contrast to the passive
by an external health-care provider (see [2]-[4] and therref FECEIVET _con5|dered in the existing Ilterature,. this Womieis
ences therein). However, this paradigm poses severalrobsedh€ receiver nanomachines as fully absorbing receiverf [23
challenges in terms of communication and networking using#] Which is more practical for health-care applicationside
biochemical infrastructure while enabling an interfacetie  the human body.

Internet. Development of efficient and safe techniques for Il. SYSTEM MODEL

information exchange, interaction, and networking bemée  Thjs work considers cooperative abnormality detection us-
biological nanomachines within the I0BNT, is one of the majqng molecular signaling inside a blood vessel, i.e., setfifite
research challenges. In this context, molecular commtioita gne-dimensional flow-induced fluid medium with constant

involving transmission and reception of information enedd {emperature and viscosity, where the length of propagation
in molecules, has attracted significant research attefititine i |arge compared to width dimensions. Due to blood flow

field of loBNT [5]-[12]. Molecular communication which is jside a vessel, all of the CNs and FC are assumed to be
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FC, respectively, whergé < k < K. The diffusion coefficient transmission of local decisiony[j] € {0,1} by the kth CN
of the kth mobile CN, located at distancé,; from the in slot[j7, (j + 1)7] can be expressed as
FC atr = 0, Is denot_ed byDcn,k, whereas the dlffgs_mn Rili+1] =Sk[j+1] + Zi[j+1] + Ne[j+1] + Cr[i+1], (1)
coefficient of the FC is denoted byrc. One promising _
application of this work is chrono drug-delivery [28], wieer where S;[j + 1] represents the number of molecules received
CNs detect an event indicating the abnormality inside thie the current(j+ 1)th slot and follows a binomial distribution
blood vessel. For example, each of the CNs can detect thigh parametersi,zy[j] and ¢, i.e., B(nixi[j], q7), where
same or different events indicating abnormality by sensing, is the number of typé- molecules transmitted by the
the molecules released from one or more infected tissuegth CN for zx[j] = 1 and ¢} denotes the probability that
This work considers independent observations at each of ta¢ransmitted molecule reaches the FC within the current slo
CNs as applicable to various scenarios that include canddre quantityNy[j + 1] denotes MSI, i.e., background noise
detection in which different CNs can sense (or measurajising due to molecules received from other sources, which
different gene and protein based biomarkers, nucleic/ amipan be modeled as a Gaussian distributed random variable
acids, and a lack of oxygen [17], [29], [30]. Subsequentlyith meany, and variancer? under the assumption that the
each CN independently communicates its local decisiondgo thumber of interfering sources is sufficiently large [38].eTh
drug delivery nanomachine, i.e., FC, which decodes each @Nproximation still holds for the scenarios when the number
decision to collectively decide the presence of abnormatit of interfering sources is not sufficiently large but they are
as to release the drug inside the blood vessel. The procedtimse to the intended receiver and transmit a large number
for cooperative abnormality detection is given below. of interfering molecules [38, Section IV]. Also, note that
« Step 1: Depending on the processing capability, each Ctpe noiseNy[j + 1] and the number of molecules;.[j + 1]
can employ a different decision rule for abnormality dececeived from the intended CN are independent [32]. The term
tection in thejth time-slot,j € {1,2,---}. The detection Ck[j + 1] denotes the error in counting the typanolecules
performance of the kth CN is characterized in terms of itsat the FC, also termed as the “counting error”. This can
probabilities of detection®SN.) and false alarmR&Y). be modeled as a Gaussian distributed random variable with
« Step 2:Next, using different types of molecufessach CN zero mean and variance that depends on the average number
transmits its local decision obtained in Step 1 to the F@f molecules received asi2,[j + 1] = E{Ry[j + 1]} =
in the subsequen(tj + 1)th time-slot only if it detects an nxz[jlaj + o + > 1y niaxlj — i + 1)g; ' [32], [39]. The
abnormality otherwise it remains silent. quantity Zy[j + 1] is the ISI arising in slotj + 1 due to
« Step 3:The FC first decodes the local decisions transmittechnsmissions in the previous slots and is given as
by each CN over the potentially erroneous diffusive channel ~ . ~ ~ ~
using the sub-optimal detector based on the approximation Tilg + 1] = Le[2] + Le[3] + - + L[], @
of the Iog-[ikelihood_rgtio. Finally, the FC combines th%herefk[i] ~ Blnypax[j — i+ 1]’(12_1)72 < i < j denotes
decoded binary decisions using AND/OR rules to makfe number of stray molecules received corresponding to the
a final d(_aC|s_|or_1 to infer the absence or presence of §3,smission of binary decisian,[j — i + 1] € {0,1} in the
abnormality inside a blood vessel. (j—i+2)th slot. Moreover, the probability, ~* that a molecule
Similar to several existing works [32]-{36] and the refefransmitted by thekth CN in sloti € {1,2,---,j} arrives
ences therein, this work also assumes perfect time syn<_:hé@-|:c during time-slotj can be obtained as [34, Eq. (1)],
nization b_etvyeen _the CNs and the FC to develop vario ,E—i _ jk(?:iétl)T Fu(t:)dt, wherer = N7 and fy(t:4) is
important insights into the system performance. The chasnee probability density function (PDF) of the first hittinigne,
divided into time-slots of duration, where the(j+1)th slotis | o “the time required for a molecule to reach the FC. The

defined as the time periogr, (j + 1)7] with j € {1,2,---} PDFfy(t;4) for a flow-induced diffusive channel considering
and the individual time-slot is comprised &f sub-slots of ,qpile kth CN and FC with flowo. i.e. VeNg = Urc = U

du_ration_ 7. T_his work also assumes that_ the~ abnormalitbCN_’k # 0, and Dec # 0, is given by [27, Eq. (16)]
exists either in allV sub-slots of total duratiodv7 or none

and the observations in the successive time-slots are assum _ [T Dyot s D] /2 (%) (4;3{5))
independent [18], [37]. Hence, each CN senses the channel fofk (1) = We ekl et abuat

N consecutive sub-slots to take a decision. Upon receiving d do o /1D

the local decision from each CN, the FC makes an overall X Ok ( Ok , >, (3)
decision at the end of each time-slot of duration The ArD(uk(t;9))*  \21/i7 Drotkw (¢ 1)

number of molecules received at the FC corresponding to ‘\W/ﬁereuk(t- i) 2 t+ir Doy /D andwy,(t;9) 2 it Dygs, +D.

2The molecules released from an infected tissue are diffeirem the The d|5tanced0,k is the Euclidean distance between the

information carrying molecules between each of the CNs add F kth CN and the FC at timer = 0, erf(x) denotes the
3This work considersPSN, [j] = PEN,, PEN [j] = PEN, V5 since it is

assumed that the characteristics of the channel betweesotimee and the  5The derived PDF is also verified through particle-based Eitimms in
kth CN do not change over time. It is also worth noting that kinto hitting  [27]. It is worth noting that the PDF in (3) is equivalent tcetfirst hitting
probabilities [31],P5", and Py at the FC can be estimated at the beginningime PDF [25, Eq.(6)] for diffusion channels without flow antbbile CNs
of the communication process using known training sequence and FC. This is due to the fact that the effective flow velodity., v — vrc,

4The molecular propagation of typgemolecules from thecth CN to the considering the relative motion between the informationletales and the
FC occurs via Brownian motion with drift and diffusion coefint Dp. FC, is zero as FC is moving with the same flow.e., vec = v.



standard error function and the quantiti®s, and D are 2) OR Rule: The probabilities of detectio®p[j + 1] and
defined as,Ditx = Dcngk + Drc and D = Dec + Dp  false alarmQr[j + 1] at FC can be derived as

respectively. Further, if the number of molecules releasged , e

the kth CN satisfyn,q) > 5 andni(1 — ¢7) > 5 [32], the Qplj +1] =Pr(#s|H1) =1 - szl Pr(HozlH1),  (9)
binomial distribution forSk[j + 1] can be approximated by 1] —p 1 K Pr(14FC 10
the Gaussian distributiérwith meanyu[j + 1] = nx[jlq) Qrlj +1] =Pr(H[Ho) szl (HoxlHo), (10)
and variancer([j + 1] = ngax[jlap (1 — q7), 1.6, Sk[j + 1] ~  where P¢H5G [#1) and P(#5S [#,) are given as
N (nparlilap, niexlj]aR (1—qg)) [40]. Similarly, the binomial ’ '

distribution of I[i],2 < i < ] can be approximated d;s[ ]~ Pr(H&C [#1) (11)

N (ppilil=npanlj—i+1lgy o7 clil=npaplj—i+1lgi 11— = Pr(HG; |7'l WIPT(HGY M) + PHHGG I HTN)PHHTY 1)
gi~1)). Further note tha$y,[j+1] andl;[i],i = 2,3,--- ,jare = (1 — P Cli+1)1 —PSN) + (1 — P [j + 1])PD -
independent since the molecules transmltted in dlffenamt Pr (’H IHo) ' (12)

slots do not interfere with each other [32], [33]. Based am th
system model discussed above, the AND and OR logic based ( |H )Pr(?—[ [ Ho) + Pr(?—[ |H )Pr(”H, k[ Ho)
rules at the FC are defined as\D rule: there is abnormality = (1 — P [] +1))(1 - PR+ (1 - P [] + 1])PF7,C

if the decisions obtained from all the CNs report an abnormﬁl
state.OR rule: there is abnormality if at least one demsmq
obtained at the FC reports an abnormal state.

ow, the closed-form expressions Bf, [j+1] and PR, [+
] can be obtained by formulating the binary hypothesis tgstin
problem using (1) as

I1. DE'(I'jECTI(;)N PERFhORr:/IANChEANALYSIS AT Fch: X H Rk[]+1]_Ik[]+1]+Nk[j+1]+ck[ 1] (13)

Let #, and#, denote the hypotheses corresponding to the _ =~ .
absence and presence of abnormality inside a blood vesseIH Rk[J+1]_Sk[‘7+1]+zk[‘7+1]+Nk[ U+Celj+1]
The average probability of detectial}, and probability of |n (13), the number of molecule®;[j + 1] corresponds

false alarmQ)'. at the FC corresponding to CN transmissiong, the null and alternative hypotheses following a Gaussian
in time-slots1 to [ are given as distribution as

l l FC . D [ ~ . ~2 1.
1 ) 1 Hog. : Relj + 1] ~N (finoli + 1], % ol + 1)
Qb =7>_Qoli+1. :723 pli+1), (@) oY RS (14)
j=1 j=1 Hig : Rilj + 1) ~N (e [j + 1], 0547 + 1),
where Qpl[j + 1] and Qr[j + 1] denote the probabilities where the meafis o[j + 1] and the variancé}, ;[j + 1] under
of detection and false alarm at the FC corresponding to thie null hypothe5|§-[F‘}C are calculated as
transmission by each of the CNs in tfig+ 1)th time-slot.

The closed-form expressions f@p[j + 1] andQr[j + 1] are fikoli + 1] ngnqu + 1o, (15)
derived next for AND and OR fusion rules at the FC. i

1) AND Rule: The probabilities of detectio®plj + 1] j
and false alarmQr[j + 1] at the FC corresponding to the & o[j + 1] =Y {Brnkq, (1 —qj ") + Be(1 — Br)
transmission by each of the CNs in tfye+ 1)th time-slot can i=2
be derived as X (nqu—l)Q} +02+ Tikolj + 1], (16)

K
Qplj + 1] =Pr(H1|[H.1) = szl Pr(H{%|H1), (5) and the probability, is given asBy=Pr(zx[j—i+1]=1|H1)
. K FC Pr(H1)+Pr(z[j—i+1]=1|Ho)Pr(Ho)=P5\. A+ PE)(1-5),
Qrlj +1] =Pr(#.[Ho) :szl Pr(#1il#o):  (6)  where B denotes the probability of occurrence of the

where P(HEC |#H,) and PEHES [#,) can be derived as abnormality. Simil_arly, meaniy 1[j+1], vari.anceg,%_’l[j+1]
e ’ ’ under the alternative hypothesit S, are derived ds
P i1 7) ik [j + 1) =naal + i olj + 1, (17)
= PO HERPILGLIMA) + PRI ) B4l 1) =ma2 — ) + 52l + 1. (19)
1](1 — PSN P 1)PSN 7
o i+ ]( b.k) + Ppili+ ] D> ) Employing the above results in the likelihood ratio test T)R
Pr(H %[ Ho) the test at the FC corresponding to the transmission by:ttne
= Pr(HESG IHEN)PIHS . [ Ho) + PrHEGIHSY)PI(HS . |Ho)  CN can be seen as [26, Theorem 1]
;Sc[j‘*'l](l_Pfg,) + PES, []+1]PFk7 (8) TR 41 il 1H;C . 10
where PLS, [ + 1] and PES[j + 1] denote the probabilities (el +1]) = Rely + ]ka Wl + 1 (19)
of detection and false alarm at the FC corresponding to the
transmission by théth CN in the(j + 1)th time-slot. It is worth noting that deriving the exact optimal LRT detectis

computationally cumbersome [17], as it involves computihg likelihoods

6This approximation is reasonable whe@qg > 5 andng (1 — qz) > 5 of all the possible combinations of previously sent symimlsditioned over

[32], [33], [40]. It is also worth mentioning that this Gaiess assumption is the two hypotheses. Therefore, similar to [33], [41], thierkvobtains sub-

also applicable under mobileth CN and mobile FC scenario assuming theoptimal detectors where the mean and the variance undeamndlblternative
number of molecules;, released by théth CN to be sufficiently large. hypotheses are given in terms of average number of integerolecules.
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Fig. 1: Detection performance at the FC employing OR and AND fusidas with (a) different detection performance at the CNsslbt
durationr = 0.05 s, (b) different mobility conditions withr = 0.05 s and the detection performance at the CN&Rs$, = 0.9, Pg = 0.15),
(P5Y, = 0.81, Pgly = 0.25), (Pp's = 0.76, PEy = 0.30), and (c) different values of.

where the decision threshotd.[j + 1] is given as One can also observe that at low values of the probability
. B . ] of false alarm(Q%), the AND fusion rule outperforms the
Wl + 1= Vli + 1] = alj + 1] (20)  OR rule. However, as the value 6fl, increases, significant

In (20), the quantities;,[j + 1] anday[j + 1] are defined as increase in performance gain of the_z QR .rule. can be observed
Tnlj + U2 [+ 1] = fiwolj + 1152, [j + 1] over the AND rule. For lowQ?,, it is intuitive that the
aplj + 1] = — L o k1 . probability of detectior(Q%,) for the AND rule will be better
oi i+ 1] =g oli +1] than the OR rule because the AND rule deci@gsonly when
. 267,17 + o7 o7 + 1] (1—Br)oxalj+1]] allthe mobile CNs sag{,. However, for higher values @',
wli+l] = 2 +1—-a2,+1] [ Broroli + 1] } i.e., each mobile CN is likely to be in error, the increase in
T s ~ r ~a r. | 41%2 [ the @', for the AND rule will be more than the OR rule.
Mk,l[J + 1]‘7k,0[] + 1]_1%70[] + 1]‘%,1[] + 1] . . - .
=5 =T . Fig. 1b shows the impact of mobility on the detection
Uk-,l[j T 1]_%,0[] +1] performance at the FC employing both OR and AND fusion
Now, using the above test, the expressions for/ig [j +1] rules, whereDcy,x, Drc are zero for fixed CNs and FC as
and PEC [j + 1] can be obtained as ’ considered in [1, Fig. 2d]. It can be seen that in comparison
' ' A G+ 1] = B lf + 1] to the fixed or static case, the d_ete.c.tlon performances at the
Pg?k[j +1]=Q ( kY L ’1 ) . (21) FC under OR and AND rules significantly degrade for the
. Uk"l[]j_ ) ] scenario when each CNs and FC are mobile in a flow-induced
PEClj+1] =Q (7k[3 +~1] __/“%0[3 + 1]) . (22) diffusive medium withv = 3 x 10~ m/s. This is due to
’ ool +1] the fact that the probability of a molecule reaching the FC
IV. SIMULATION RESULTS AND CONCLUSION within the current slot, i.e.q) progressively decreases while

For simulation purposes, the abnormality is considered #¢ !SI from previous slots increases Bgn,x, Drc increase
occur with probability3 = 0.2 and the various parameters ar&u€ to mobility. It is also important to note that the crossov
set as in [33]: the diffusion coefficierdp = 242.78 x 10~12 point, after which the OR fusion rule performs better than
m? /s, the number of slots=10, the number of CNgr=3 with the AND rule, decreases frofQ, = 0.79,Qf = 0.3) to
distanceslm =20 pm, doo = 15 pm, do 3 = 10 pm from the (QlD = 0.64, QlF = 0.27) with the increase iDen,k andDrc.

FC atT = 0, the number of molecules transmitteg = 100 Fig. 1c illustrates the detection performance at the FC for
for zx[j] = 1 V4, and each CN and FC are assumed to ishfferent values of slot duratiorir), where each CN and
mobile with diffusion coefficientsDcy x = Dec = 2x10710 FC are mobile with diffusion coefficierz x 107'° m*/s. It
m?/s under flow-induced diffusive channel with drift velocityis shown that the detection performance at the mobile FC
v = 3x10~3 m/s. Moreover, the detection performance at theonsidering OR and AND fusion rules improvesragicreases

+(ar[j+1])*+

CNs is as shown in Fig. 1 whe®SN [j] = PN, PEY[j] = from 0.05 s to 0.2 ms. However, the detection performance at
PSN vj and the MSI at the FC is modeled as a Gaussidie mobile FC saturates for further increaserirThis is due
distributed RV with meanu, = 10 and variancer? = 10. to the fact that the performance at the mobile FC is dominated

F|g la demonstrates the detection performance at Mthe detection performance of the mobile CNs. Additional
mobile FC considering different detection performances 8imulation results can be seen in [42].
the mobile CNs. First, it can be observed from Fig. 1a that Conclusion: This work analyzed the performance of coop-
the analytical values derived in (4) match exactly with therative abnormality detection with multiple CNs and a FC
simulation results, thereby validating the derived anedyt employing OR/ AND fusion rules, where each CN reports its
results. Further, the detection performance at the FC lyeavbcal decision to the FC over a flow-induced diffusive chdnne
depends on the detection performance of the CNs. The deteith I1SI, MSI and counting errors. Future studies can focus
tion performance at the mobile FC significantly improveswiton dependent observations at the CNs as well as on modeling
the improvement in the detection performance of mobile CNsf the CN to FC link in 3-dimensional (3-D) scenarios.
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